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What is NASH?

National Authentication Service for Health (NASH) is a Public Key Infrastructure (PKI) solution used by
healthcare organisations and supporting organisations to access essential digital health services such as:

Electronic prescribing

My Health Record

e Secure messaging

e Healthcare Identifiers (HI) Service

The security of people’s health information is critical, which is why healthcare organisations must have a
current NASH certificate to continue delivering crucial digital health services to their patients.

Visit www.digitalhealth.gov.au/nash for more information.

Renewal process
To renew an organisation’s NASH certificate, you must be an Organisation Maintenance Officer (OMO),
or Responsible Officer (RO) and have PRODA access.

Save this link to your favourites:
https://proda.humanservices.gov.au/prodalogin/pages/public/login.jsf?’TAM OP=login&USER

Please follow the steps below to renew your NASH certificate. This should take approximately 15-30
minutes.

Note: Organisations using a software product that provides connection to My Health Record as a
contracted service provider (CSP) will not need NASH PKI certificate and will not need to complete the
renewal process. Software products that may use the CSP approach include MMEx, Genie, Gentu and
Clinic to Cloud. If unsure, please either check with your software provider or via HPOS.

Step 1

PRODA
Provider Digital Access

Login to your individual PRODA account
by entering your username and
password, then select Login.
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Step 2

You will be prompted to enter the
authentication code sent by either SMS
or e-mail.

Enter the code and click Next.

2-step verification

Enter the verification code from your email below.

Step 3

Select Go to service on the Health

Professional Online Services (HPOS) tile.

You may need to complete the linking
process to proceed.

Privacy Notice

By linking to any of the

My linked services

°
"2 Health Professional ‘ " | ndls
Erym| mm) iy Health Record myplace Provider Portal

Step 4

Select No Organisation - proceed as an
individual only and click continue

PRODA

Provider Digital Access

Step 5
Select My programs.

Hello Kate Citizen

+onm
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Step 6

Select Healthcare Identifiers and My
Health Record tile.

My programs

+oenm

Step 7

Select Healthcare Identifiers - Manage
existing records.

p T ————r———

+on B

"2 Health Professional

step 8 u = Online Services

Where are you?

To acces

If you are linked to multiple organisations
in HPOS, select the one you would liketo
renew the NASH PKI Certificate for from Y p—

B B HP1O number
this list. :
Select an organisation
Deganksation nams Addrass Suburb
BONNER
BONNER
BONNER
Step 9 5l Health Professional Online Servic X 4
< C O @& www2 medicareaustralia.gov.au
Select My organisation details. = % Health Professional
MENU Online Services

Healthcare identifiers
You can access some parts of the Healthcare Identifiers Service through HPOS. The services available are below.

Visit HI Service for more information,

HI Services available

. My organisation details

View network map
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Step 10

The Organisation snapshot screen will
display. Select the Certificates tab and
check the certificate expiry date.

Click on the Renew hyperlink.

Renewing your
NASH PKI certificate

Organisation snapshot

The details for this organisation are displayed below.
To make updates, smend the information and select 'Submit.

For details of your network, select Network map

Certificate details

Certificate  Distinguished Name RA Certificate Status  Action
Type Number  Expiry Date
NASH CN: eral 8003621566699479 id electronichealth net au, O=Services

divdf dc=8003621566699479 de=id de=electronichealth de=net, dc=AU 1234567 13/03721 Acti

Link existing PKI certificate
Request a Medicare PK site Certificate
Request s NASH PKI site certificate

Step 11

The Request a NASH PKl site Certificate
screen will display.

Reguest NASH PKI Site Certificate

All secure messaging services are SHA-2 ready, so please select the options below based on your clinical information system or other software product. We highly
recommend that you update your software product 1o the latest NASH SHA-2 ready version

o Please select your software product and version from the list of SHA-2 ready product versions below

° i your product and version are not listed, please indicate this under the "I cannot select my product because” option and the system will give you a NASH
SHA-1 Certificate.

. If you have multiple software products (apart from secure messaging), please select ‘multiple products” under the “1 cannot select my product because™
option and the systerr & you a NASH SHA-1 Certificate.

@ If you are not sure what to select, please contact your software developer.

For more information please click here

You need to make sure you un

and your organisation's obligations, including agreeing 1o the Terms and Conditions

Al required fields are marked with an asterisk *

*Software Product | = I

or
| cannot select a product because v
“Secure Hash Algorithm v

*Policy ID

*Mobile Number (we will SMS your Personal v

identification Code (PIC) to this number) 3

New Mobile Number

“If you have an existing NASH certificate,

please confirm that you agree for us to revoke
it within the next 2 months.

“Terms and Conditions
By checking the box and i

ing the “Save Changes" buttan on this page, you acknowdedge and agree that

@ you are duly authorised to legally bind the Organisation’s legal entity, and
@ the Organisation's legal entity agrees to be legally bound by
. the Terms and Conditions of U

if applicable); and

Step 12

Select your software product version
from the first drop-down list. This list
contains software product versions that
are SHA-2 ready.

Note: Make sure the version number
matches.

All required fields are marked with an asterisk *

P ~
*Saftware Product i -]
or bl

I cannot select a product because B Pressie {ako kncom s Bost Practice) verion 1110 824 or ighe |
*Socure Hash Algorithm BpVIP net (also known & VIPnet) version 2 1526 of

*Policy ID

“Mobile Number (we will SMS your Personal ~

Identification Code [PIC) to this number)
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Step 13

If you cannot locate your software
version from the drop-down list, please
select the most appropriate reason from
the second drop down list.

All required fields are marked with an asterisk *

*Software Product I d ]

or -~
| cannot select a product because ] My product is not availablerp the list

3

*Secure Hash Algorithm - _
My product is not available in the list

| do not know which product | have
| need a certificate for multiple products
I wish to select the SHA level explicitly

*Policy ID

*Mobile Number (we will SMS your Personal
Identification Code (PIC) to this number)

New Mobile Number

Step 13a

If your product version is not listed as
SHA-2 ready, select My product is not
available in the list.

—

I My product is not available in the list

*Software Product

or
| cannot select a product because

Secure Hash Algorithm SHA v

“Policy ID 123 6711011

Mobila e el SMS o Doccal U2

Step 13b

If your organisation has multiple products

7

“Software Product

or

| cannot select a product because [ | noed a conificate for multiple products v ]

*Secure Hash Algorithm T

*Policy ID 1.2.36.174030967.1.10.1.1
that require a NASH certificate, select |
need a certificate for multiple products.

*Software Product =
Step 13c S —

| cannot select a product because [ wish 10 select the SHA bevel explicily w ]
If you have been advised by your e ppeperscey

software developer, or are certain which
SHA level you need, select | wish to
select my SHA level explicitly.

Step 14

1. Enter a mobile number. When the
certificate is ready to download you will
receive a text message to the mobile
number provided.

Note: If you are renewing multiple NASH
certificates, ensure you record the
correct code with the appropriate NASH.

2. Tick the check box to revoke the
existing NASH certificate if you have one.

3. Tick the check box to confirm you have
read and understood the terms and
conditions.

4. Select Save changes.

Request NASH PKI Site Certificate

Al secure messaging services are SHA-2 ready, so please salect the options below based on your clinical information system or other software product. We highly
recommend thal you update your software product lo the lalest NASH SHA-2 ready version.
Please selact your software product and version from the list of SHA-2 ready product versions below

If your product and version are not listed, please indicate this under the "I cannot select my product because” option and the system will give you a NASH
SHA-1 Certificate.

If you have multiple software products (apart from secure messaging), please select “multiple products” under the "I cannot select my product because”
option and the system will give you a NASH SHA-1 Certificate.
Ifyou are not sure whal to select. please contact your software developer

For more information please click here

You need to make sure you understand your organisation's obligations, including agrecing to the Terms and Conditions

All required fields are marked with an asterisk *

* Software Product BpViP.net (also known as VIPnet) version 2.1.526 or higher
or

| cannot select a product because ~

“Secure Hash Algorithm SH v

*Policy ID 1.2.36.174030967.1.20.1.1

*Mobile Number {we will SMS your Personafl | 0410000000 v

Identification Code (PIC) to this number)
New Mobile Number

“If you have an existing NASH certificate,
oke

please confirm that you agree for us to rev
it after 90 days

“Terms and Conditions
By checking the box and clicking the "Save Changes" button on this page, you acknowledge and agree that
you are duly authorised to legally bind the Organisation’s legal entity; and

the Organisati
thy

thi
the Ce

es 10 be legally bound by

To view Certificate policy documents click here

— r
I |Save changes| Feser |[Cancel changes
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Step 15 M ~
You will be directed back to the = 3% Health Professional

Certificates tab. Review and confirm your | omanisaton snapshot
request details and read the Privacy '

Note. [ sumar | semies | ares | conncs | baieres | &3 | ow0 | roviires | w0 | civioes [T
Cartificate dotails
If the information is correct, click Submit. | o Gistiguishad e R e Cortican Expiy o
Note: After submission, most NASH
.. . . Secure Hash Mgarithm  Policy 1D Muobids Numbse  ction
certificates will be available to download e

within 1 hour. If it is not available, some
may be delayed up to 24 hours.

tiicato
age "Only use If direcied 10 by support teams®

o purposas relating i the provision of heahcars, including

Step 16 T T R e T R T I R v
. Certificate details
Once you have received a text message, T o A E e o
Type Expiry Date

your cert|f|cate |S ready to dOWnload V|a NASH CN=general 8003620833339638 id electronichealth net.au O=seed new 4226026377 07109723 Achve
changed,dc=8003620833339638,dc=id health dc=net, dc=AU [evoke

the Download link. The Personal

Identification Code (PIC) will be used

when the certificate is being installed.

1 Checkif you have an existing PKI site certificate before requesting a new one. You can link that certificate to the HPI-O to access the HI Service.

Tip: Save your certificate file to a folder
that is easily accessible for installation
into your software.

Step 17 E—

Use the instructions from your software
provider to install your NASH certificate
into your software.

I MR ET R -

Contcats Distingished Name RAKember Cotfican Sty heion
Type

= DI ) site (9)p12 -

Request aNASH PK) she corticale

Cancel
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Useful contacts

PRODA

e For help with Provider Digital Access
e Phone: 1800 700 199 (option 1)
e Email: proda@servicesaustralia.gov.au

HPOS

e For help with Health Professional Online Services
e Phone: 132 150 (option 6)

NASH Certificates
e For enquiries relating to NASH PKI certificates
e For help locating lost or forgotten passwords for PKI certificates and tokens
e Phone: 1800 700 199 (option 2)
e Email: ebusiness@servicesaustralia.gov.au

Healthcare Identifiers Service

e For assistance with HPI-Is, HPI-Os and IHls
e Phone: 1300 361 457
e Email: healthcareidentifiers@servicesaustralia.gov.au
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